
Introduction to  
Zero Knowledge
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•Fall 2017 - a small after-hours project

•Became spiral of extremely positive events

How it all began
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•EDCON 2017 in Paris

•Founded ETHWORKS 

•Unilogin (founded and failed)

•Waffle and useDApp

•Grow Ethworks from 20+ to 40+ in 7 months

•Organised 0xHack with 1000+ participants

•ETHWORKS got acquired 

•CTO at TrustToken

•Watch next generation creating EthWarsaw

How it all began
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I was lucky. I bet boldly. 
And I achieved far more than 
what I dreamed of.
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•  work with great people

•  do great engineering work

•  take part in impactful projects

•  build popular opensource

•  And many others… 
 
 but most importantly…

• I was at the frontier

So many dreams come true…
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I keep looking for bold bets 
ever since. I am looking to be at 
the frontier.
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Call to adventure…
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I would like to invite you to bet 
big, to get to frontiers.
And today I am sharing with you 
my best bet by far.



Call to adventure…
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Introduction to Zero 
Knowledge
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Color blind example
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Sudoku example



Sudoku
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?



Sudoku
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Random permutation
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🔒

👉



The proof
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Victor can make one of 28 choices:

• Choose one of the rows

• Choose one of the columns

• Choose one of the sub-boxes

• See the permuted version of the original puzzle



The proof
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Victor can make one of 28 choices:

• Choose one of the rows

• Choose one of the columns

• Choose one of the sub-boxes

• See the permuted version of  
the original puzzle

Source: https://blog.computationalcomplexity.org/2006/08/zero-knowledge-sudoku.html
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Production
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Subtitle
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• Verifiable random function

• Verifiable delay function (VDF)

• On-chain mixers

• Privacy oriented cryptocurrencies

• Layer 2

• Compress blockchain: Mina

Oh right, what we can do with it?



Mixers
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RANDOM SERIES: 42, 42, 42, 42  
 

RANDOM(X) = HASH(x) 

Verifiable random function (PoS)



Mixers
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DEALED RANDOM(x) = HASHBIG(x)

Verifiable delay function



Mixers
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• You can input the deposit from 
the addr. A 
0.1ETH, 1ETH, 10ETH or 
100ETH

• Get a note in return (zk-proof)

• Can forward the not to Relayer 
who will execute the transaction

• A note will be added to Nullifiers

Source: https://blog.computationalcomplexity.org/2006/08/zero-knowledge-sudoku.html

Tornado Cash



Mixers
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• Support notes splitting 

• Briding to Gnosis Chain

• Released in December

• Also coming: Railgun

Source: https://blog.computationalcomplexity.org/2006/08/zero-knowledge-sudoku.html

Tornado Cash Nova
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Zcash

Private PublicShieldingDeshielding



Zcash private transactions

Sender 
wallet

Receiver 
wallet

Notes

Nullifiers

zk-proof

Shielded input

Shielded output

Hash 

Hash 

🔑🗝
🔑🗝



MINA

31

Mina Blockchain
22KB1

FIXED SIZE

Example zkApp:
https://github.com/o1-labs/zkapp-cli/blob/main/examples/tictactoe/ts/src/index.ts

https://minaprotocol.com/blog/22kb-sized-blockchain-a-technical-reference
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class TicTacToe extends SmartContract {
  // The board is serialized as a single field element
  @state(Field) board: State<Field>;
  // false -> player 1 | true -> player 2
  @state(Bool) nextPlayer: State<Bool>;
  // defaults to false, set to true when a player wins
  @state(Bool) gameDone: State<Bool>;

  // player 1's public key
  player1: PublicKey;
  // player 2's public key
  player2: PublicKey;

  // initialization
  constructor(
    initialBalance: UInt64,
    address: PublicKey,
    player1: PublicKey,
    player2: PublicKey
  ) {
    super(address);
    this.balance.addInPlace(initialBalance);
    this.board = State.init(Field.zero);
    this.nextPlayer = State.init(new Bool(false)); // player 1 starts
    this.gameDone = State.init(new Bool(false));

    // set the public key of the players
    this.player1 = player1;
    this.player2 = player2;
  }
}



// get player token
const player = Circuit.if(
    pubkey.equals(this.player1),
    new Bool(false),
    new Bool(true)
);
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zkRollups



37

Many
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How do I zk?

49

• Circom + zksnarks.js

• SnarkyJS - Mina

• Cairos - Starkware

• Zokrates 

Technology



How does it work?
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• Homomorphic Hiding

• Blind Evaluation of Polynomials

• The Knowledge of Coefficient Test and Assumption

• How to make Blind Evaluation of Polynomials Verifiable

• From Computations to Polynomials

• The Pinocchio Protocol

• Pairings of Elliptic Curves

Computation → Arithmetic Circuit → R1CS → QAP → zk-SNARK



Thank you!
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Marek Kirejczyk
@ethmarek


